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1. Foreword

RA Law on Operative Investigation was adopted on 22 October 2007. The author of the Law is the Government. The Law regulates legal relations occurring in the field of operative investigation.  It stipulates a comprehensive list of 16 types of operative investigation actions, requiring that operative investigation actions are regulated only by law.  Adoption of the law should be regarded as a significant step forward as previously operative investigation actions were implemented without any legal regulation.
It is clear that Council of Europe requirements and international standards were considered and taken as base for drafting the Law: the principle of “proportionality” and “necessity” of interference, judicial oversight of operative investigation actions which significantly interfere with private life such as, internal surveillance, surveillance over the correspondence, postal, telegraph and other sources of communication, tapping the phone, ensuring accessibility of financial information and secret surveillance of financial transactions, bribing or accepting bribes, external surveillance using the technical devices.
Nevertheless, a number of significant international requirements and standards were disregarded while drafting the Law, which may lead to serious human rights violations especially given that the Law does not include effective measures for legal protection of rights.
 The Law regulates operative investigation actions both for national security purposes and for the cases of investigation of other crimes and does not at all differentiate between the two cases.  Nevertheless, contemporary democratic standards require legal and institutional differentiation between those two areas.  Hence the Law needs to be conceptually modified in order to meet the standard. 

In particular, there should be a clear distinction between operative investigation carried out in relation to national security issues and operative investigation of other crimes.  Moreover, those two fields should be regulated by two different laws.  
 Simultaneously the Law should prohibit use of equipment and resources of National security bodies for the investigation carried out by other government officials (police, other government agencies).
The Law does not stipulate standards for carrying out operative investigation. It is permitted to conduct unrestricted operative investigation to reveal any crime, which contradicts CoE standards.  For each operative investigation action stipulated by the Law a specific standard should be provided to make operative investigation acceptable. 
The laws of majority of CoE member states require judges, prosecutors or implementers of operative investigation to provide substantiation for the measure, which should also meet some minimum standards.  The majority of CoE member states have minimum substantive standards for approval of operative investigation, which are missing from the RA Law.  Absence of these provisions raises issues of proportionality and legality under Article 8 of ECHR.
The Law defines target groups for only a few actions of operative investigation.  For all operative investigation measures the law should specify the target groups subject to operative investigation.

 A number of CoE member states prohibit surveillance of specific groups and individuals.  The RA Law provides for such a restriction for a very small group of individuals.  It is necessary to expand both the target group of people not subject to operative investigation as well as the list of operative investigation actions which will be prohibited for a certain target group.

The Law does not provide adequate control mechanisms for operative investigation, which does not meet CoE requirements. As a minimum requirement it is necessary to stipulate a distinct date of implementation of operative investigation as well as a requirement according to which the entity performing the investigation should periodically report to the entity permitting the operative investigation.
The Law stipulates that timeframe for operative investigation is set at two months.  No differentiation is made based on the specific action, which does not meet CoE requirements.  Moreover, a maximum deadline of 12 months for the implementation of operative investigation is stipulated only for several types of operative investigation actions. It is necessary to differentiate the timeframes of implementation of activities depending on the level of the interference into the person’s private life, as well as to stipulate a maximum timeframe for all operative investigation actions.
The CoE standards stipulate that the activity of undercover agents should not be provocative of a crime.  Use of evidence obtained by agents provocateurs result in violation of Article 6 of ECHR.  The RA Law does not reflect on this requirement at all.  The Law should stipulate that it is prohibited to incite the suspect to a crime by state officials when implementing operative investigation and using undercover agents. 
The law somewhat regulates the procedure for storing and elimination of the information acquired as a result of operative investigation, which nevertheless does not prohibit compilation of “dossiers” on individuals.  A special procedure for destroying the evidence should be stipulated both when criminal proceedings are initiated based on the evidence from operative investigation as well as when the suspect is found not guilty. 
The Law does not define which persons should have an opportunity to be informed in the future on being subject to secret surveillance, which contradicts the CoE requirements and does not allow for the right for an effective legal assistance. The Law should provide that a person subject to secret surveillance as well as persons affected by operative investigation should be subsequently informed. In the case when provision of such information may pose a threat to the lives or health of the persons or the on-going investigation or there is a threat of making state or official secret public or there is a threat of disclosure of information regarding secret employees of the entities performing operative investigation as well as on the persons who secretly cooperate or cooperated with those implementing operative investigation, then the agency performing operative investigation should ask the court to decide on disclosure or non-disclosure and the scope of information to be disclosed. 
The Law provides that results of specific actions of operative investigation may be regarded as evidence and this clause contradicts RA Criminal Procedure Code.  The Law should clearly stipulate which results of operative investigation may be regarded as evidence and should be in conformity with Criminal Procedure Code. 
2. Comparative Analysis of the RA Law and Recommendations

Hereby we present the comparative analysis of the law and recommendations.  Supporting documents, CoE Conventions and Recommendations and ECHR case law are presented below.

	CoE standard 

2.1. As a long-term goal it is necessary to differentiate the regulation of operative investigation for investigative and national security purposes. 

Generally, operative investigation is used for two purposes: collecting information for investigation/pre-trial and national security reasons.  Previously, the main purpose of operative investigation was to collect information for national or State security purposes.  Nevertheless, contemporary democratic standards require strict differentiation between the regulation and implementation of these two areas.  This approach has been emphasized by the Venice Commission of Council of Europe.  The purpose is to draw a distinct line between investigation regulated by public law and national security services.  Most international standards stipulate that the latter should not participate in the regular process of criminal investigation and should not have standard policing rights.  This distinction should be done both at institutional and legal levels.  Moreover, the investigators and prosecutors should be free from “unnecessary” influence stemming from national security interests as well as from the national security agencies, the aims of which at times may contradict the principles of legality and procedure of criminal prosecution. With the same purpose, supervision over the communication means should be differentiated between the two entities; public law enforcement agencies should have the possibility to oversee and control communication with the resources and institutions other than those of national security services. 




2.1.1. Comparative analysis of the Law

The law does not differentiate between operative investigation carried out for national security purposes and for other crimes. The subject of the Law is regulation of legal relationships arising from implementation of operative investigation (Article 1).  Legal acts which regulate operative investigation also include RA Law “On National Security Agencies” (Article 2).  Among the aims for operative investigation such measures are indicated as acquiring data for national security purposes (Article 4.1 (5)), existence of threatening circumstances for persons subject to protection by the State, as well as evidence given to the agencies conducting  operative investigation relating to elimination of a threat to persons subject to State’s protection (Article 4.1 (9)), collecting data to receive permission for the border guards to enter the border zone and to remain there by the procedure stipulated by law (Article 4.1 (13)), clearance of data on the applicants for employment at national security agencies (Article 4.1 (15)), gathering of data to make a decision on granting  RA citizenship to foreign citizens or stateless persons, RA political asylum or residency status (Article 4.1 (16)).

National security agencies are mentioned among other state agencies conducting operative investigation (Article 8.1 (2)). 

According to Article 10.1 of the Law, national security entities and the police may use covert documents prepared by the national security agencies to perform actions stipulated by the Law. 

Moreover, according to Article 9.1 of the Law phone tapping as operative investigation should be conducted only by an agency within the national security republican agency.  According to Article 31.1 of the Law phone tapping conducted by the police or agents of penitentiary services should be performed by the agency acting in the structure of the RA National Security which should create special technical conditions, including provision of communication lines and means to directly monitor and record data, information and transmissions received from the police or entities of penitentiary service and at the same time exclude the monitoring and/or recording of data, information and transmissions by the national security entities and service acting in that structure. 

An attempt was made in the Law to exclude monitoring and recording of the results of investigation conducted by police or penitentiary services from the attention of national services. Nevertheless, it is the national security agencies that provide technical means to implement operative investigation, including communication lines, thus it becomes practically impossible to exclude them from documenting and monitoring the acquired information. 

2.1.2. Recommendation
It is necessary to differentiate between operative investigation carried out for national security and for other investigative purposes. The goals, methods, distinction in standards clearly specify that there is a difference in the method for carrying out operative investigation for national security purposes and for other investigations.  Therefore, these two types of investigation should be regulated by two different laws. 

Besides that, that the law should prohibit use of technical equipment and resources of the national security agencies in the course of investigation non-related to national security. 

	CoE standard

2.2. Ensuring certain conditions for regulation and implementation of operative investigation 

The case law of the European Court of Human Rights indicates that interference and the level of interference into private life should be “necessary” and “proportional” with regard to the goal.  So, when substantiating interference the proportionality requirement should be met. If interference is of “extremely interfering character”, then the burden of proof is larger (Class v. Germany). The Court indicated that “secret phone tapping of citizens, which is an attribute of a police state, is allowed by the Convention only if there is an extreme need for the protection of democratic institutions”. One of the standards for measuring proportionality is whether the same goal could be achieved by other, less interfering means.  If other, less intrusive methods are available to reach the same goal the used method will not be considered as “necessary in a democratic society” (Articles 8, 9, 10 and 11 of Convention as well as other Articles 5 and 6 that reflect on principle of proportionality).

Consequently, taking into account the issues which were raised with respect to the Moldovan Law on Operative Investigation, it is necessary to take into account the following issues in the RA Law.

a. whether law grants the same conditions for all types of operative activities, both for secret measures and extremely interfering measures.  An example would be secret search of private property or audio and video surveillance of private property (internal surveillance is generally prohibited in most CoE states).  If the only difference is the absence or availability of judicial review, then it is not enough. 




2.2.1. Comparative analysis of the Law
According to Article 31.4 of the Law operative investigation actions (internal surveillance, control over correspondence, postal, telegraph and other transmissions, phone conversations surveillance, ensuring of financial data accessibility and secret surveillance over the financial transactions stipulated by Article 14.1 (8), (11), (12) and (15) of the Law) may be conducted only in those cases, when the person is suspected in committing grave or aggravating offences and if there is substantive evidence that the operative investigation agency does not have alternative means to acquire that information.

2.2.2. Opinion

We believe that this provision of the law is greatly reflective of European standards.

	CoE standard 

-

2.2.3. (b). whether the pursued aims are broadly defined, as for example national security, public order and rules, economic ethics of society, etc. Despite the fact that by definition they are in accordance to the Convention, the aims should be clearly defined, e.g. grave and aggravating offences. 




2.2.4. Comparative analysis of the Law

From this point of view the Law meets the requirements, Article 4 of the Law gives a detailed overview of the aims of operative investigation (See Maloneh vs United Kingdom 1985, (62), Hughvig vs France 1990, 12, ECHU 528) 

	CoE standard 

2.2.5. (c). it is important to examine the types of crimes, in case of which operative investigation is permitted. CoE member states usually apply two approaches: 1) principle of catalogue, according to which an exhaustive list of crimes is stated in the law, with regard to which operative investigation is permitted, 2) the criteria for implementation of operative investigation is the punishment for the given crime.  It is also allowed to use the combination of these two approaches. In any case, it is important that the exhaustive list of the crimes not to be too narrow or too broad, as in case of narrow list expected result may not be achieved and in case of a broad list the applied measures may be the same as those of traditional models of evidence gathering. CoE requires that each country in addressing this issue should take into consideration the following: 

1. whether the person who committed the crime is a member of an organized group, 

2. danger from each type of criminal offence, 

3. for the case of certain crimes, the difficulty of getting or collecting data by traditional means of investigation 

Consequently, taking into account the above-mentioned and taking into account the interfering nature of operative investigation the States are obliged to obey the three ruling principles in order to meet the proportionality requirement. These ruling principles are: 

1. grave offences (offences for which severe penalty is envisaged regardless of presence of organized crime element), 

2. offences with characteristic features  of organized crime, 

3. offences, for which the process of investigation or collecting of evidence is especially complicated by means of traditional investigation methods (especially corruption related cases, despite the fact whether it has features or elements of organized crime) 

The above-mentioned ruling principles should be indicated in the Law according to “stipulated by the law” or “quality of the law” CoE standards according to which the law should be accessible and formulated in a simple manner. 





2.2.6. Comparative analysis of the Law

The above-mentioned standards are not reflected in the Law.  In the process of investigation use of operative investigation methods is permitted without limitations, which is impermissible. 

 Taking into account the above-mentioned, the Law should clearly indicate the principles of “proportionality” and “necessity”.  There are certain references on the methods of operative investigation related to internal surveillance, control over correspondence, postal, telegraph and other communication measures, phone conversations surveillance, ensuring of accessibility of financial data and secret surveillance over the financial transactions. These actions are permissible in the case when a person is suspected of committing a grave or aggravating crime and there is substantive evidence that the operative investigation agency does not have any other means to acquire the information to perform properly.  Nevertheless, with regard to the mentioned as well as to any other operative investigation action the permission to implement should be dependant on having substantive doubt. 

 For example, the following sample is proposed: 

a. (secret surveillance of conversations or secret search of private property is conditional on having a substantive doubt that the suspect committed or attempted to commit the crime, according to article xx, or 

b. (in case of undercover activities or involvement of undercover agent) there is a substantive suspicion that the person committed a crime according to article xxx, 

c. Application of the indicated measures is necessary and proportional under the circumstances of the specific case, taking into consideration the importance of the information or evidence to be acquired and the seriousness of the crime,

d. Information which can be acquired through the given method cannot be acquired by other, less intrusive methods and without posing difficulty or danger to a person
	CoE standard

2.3. The application and permission for implementation of secret measures should be substantial and detailed  

Legislation of the majority of the CoE member states require to have well substantiated decree of the judge, prosecutor or any entity performing special investigation measures as well as to have indication of the following minimum details:

a) Person’s name for whom the permission was granted,

b) Type of secret measure,

c) if it is expedient, the address indicated on the item of postal delivery, information on each identification of telephone or on the access to the computer network, bank account of the suspect

d) Substantial evidence that the suspect has committed or attempted to commit a crime, 

e) Substantiation of on why the given measure is necessary and proportional in comparison with other, less intrusive measures, 

f) In case the permission for secret surveillance of the private area is granted, whether the law enforcement agency is allowed to enter the private area to switch on/off the devices, 

g) Permission date, 

h) Name of the person(s) to apply the measure, as well as the name of supervisor of implementation, 

i) timeframe for submission of the report to the court or prosecutor, 

j) information on validity of the permission and possibility to extend validity period.

Among the above-mentioned, the most important requirements are those stipulating that substantial doubt, necessity and proportionality should be mentioned in the application and permission to carry out operative investigation. 




2.3.1. Comparative analysis of the Law

Minimum content requirements for the permission of operative investigation actions are presented in Articles 37-38 of the Law, among which the following requirements are missing: 1. evidence of substantial doubt that the suspect committed or attempted to commit the crime 2. Reasoning on why the given method is necessary and proportional in comparison to other, less intrusive methods (The law requires only to present the grounds for carrying out operative investigation and there is no requirement for proportionality of the given measure) 3. Permission on the internal surveillance should contain a provision on whether the authorized agent has a right to enter a private area to switch on/off the technical device installed for surveillance purposes, 4. information on the person supervising the performance of the activity should be also indicated, 5. deadlines of presenting the report on the use of that specific means to the court or prosecutor, 6. permission validity and possibility to prolong that deadline. 

In case of absence of these requirements principles of legality and proportionality of Article 8 are violated.

2.3.2. Recommendation

The following requirements should be incorporated into Articles 37-38 of the Law. 

	CoE standard

2.4. Decision on potential targets for secret surveillance 

Traditionally, only the person suspected in committing a crime may be considered as a target for secret surveillance. 



2.4.1. Comparative analysis of the Law

Targets of operative investigation actions are stipulated by the law only in connection with internal surveillance, surveillance over the correspondence, postal telegraph and other transmissions, phone conversations surveillance and only in case when the person against whom those measures should be performed, is suspected in committing a grave or aggravating offence. 
2.4.2. Recommendation
It is necessary that for all types of activities the Law specifies who may be subject to operative investigation.
	CoE standard 

2.4.3. On the other hand, it is prohibited in certain countries to perform secret surveillance against certain groups of persons. Such limitations concern certain privileged witnesses, for example lawyers, doctor-patient, religious servants, relatives and others. Such limitations are understandable though they may seriously hamper the effectiveness of the investigation. Nevertheless, it would be unreasonable to eliminate these limitations. 



2.4.3. Comparative analysis of the Law

The Law stipulates that it is prohibited to perform operative investigation actions such as internal surveillance, control over correspondence, postal, telegraph and other transmissions, when the person to whom these measures apply is communicating with the lawyer. Data containing confidential information acquired independently of the purposes and in the process of performance of the mentioned operative investigation actions should be subject to immediate elimination. 
2.4.4. Recommendation
It is necessary to enlarge both the circle of people who may not be subject to operative investigation (doctor in the process of communication with the patient, religious servant, relatives), and the type of operative investigation actions which are not allowed with regard to certain, already identified circles. 
	CoE standard

2.5. Strengthening of supervision over implementation 

Once the decision on secret surveillance has been made, the court or the prosecutor usually get little possibility for further supervision. A package consisting of three parts is recommended to be reflected in the legislation: 

a. requirement according to which performance of the order should start for example 5 days after it was taken, otherwise the order is deemed void,

b. Review of the reports on performance of the order, which the implementing agency is obliged to submit to the agency which approved performance of operative investigation, 

c. Immediately informing the decision-making agency on the end of implementation. 




2.5.1. Comparative analysis of the Law

Mechanisms for monitoring of operative investigation activities are not well-defined in the law and the above-mentioned requirements are missing. 

2.5.2. Recommendation

The following is a sample recommendation to be included in the legislation:

Authorized entities should start implementation of the decision no later than within 5 days of the decision.
Implementation should be carried out in such a way to minimize intervention into private lives of people not subject to the given operative investigation measure.

Authorized entity implementing the measure should register the time and date of the start and the end of implementation, as well as nature of each performed measure. This information should be attached to the final report.  Authorized entity should submit a written progress report on the use of measures to the entity which granted permission immediately at their request and in absence of request at least once a month.  This is necessary for evaluating whether the grounds on which the permission was granted are still valid or not. If the entity finds that there are no grounds for implementing the measure it should terminate the permit to perform

 If one of the grounds for the decision no longer holds implementation should be immediately terminated.  In such a case authorized entity should immediately inform the entity which granted the permission to perform the activity on the termination of activity: 

	CoE standard
 2.5.3. The Issue of secret video and audio surveillance at a private property raises serious concerns. In accordance to all the standards it is considered to be one of the most interfering and problematic interventions. With this respect CoE recommends to include norms into the national legislation which will state that secret intervention into a private area with an aim to install technical devices should be an exceptional measure and should be ordered by the judge.  Also, a provision should be added prohibiting parallel search of private property. 




2.5.4. Comparative analysis of the Law

This issue is not regulated by the Law. 

2.5.5. Recommendation

The following sample is recommended: 

The decision on the secret surveillance of private property and entrance to the property should be limited by the permit, which will outline in detail the allowed activities.
	CoE standard 

2.6. On cooperation with communication services 

Many of the CoE member states have a Law on Telecommunication which specifies that telecommunication services are obliged to assist special agencies during the implementation of the court’s decision on performance of secret surveillance.  It is necessary to check whether there is a corresponding provision in the RA Law on Telecommunication.

CoE proposes the following recommendations to improve that process.  It is recommended to specify in the Law that the telecommunication agency is obliged to assist in implementation of secret surveillance once the court order is received.  At the same time the court order may contain information which is secret for the period of implementation (e.g. name of the suspect, other circumstances of the investigation). Thus, it is recommended to issue two kinds of orders, one for the court case, the other one to be sent to the telecommunication agency. The latter may contain only the phone number of the judge and the signature. 

Such a solution is applied in many CoE countries and helps on the one hand to limit secret surveillance without permission, and on the other hand to guarantee secrecy of substance of the investigation and court order. 




2.6.1. Comparative analysis of the Law

This aspect is regulated by Article 31.6 and 7 of the Law. 

	CoE standard

2.7. On use of relative or absolute time constraints for certain secret surveillance measures 

According to European standards, for the performance of operative investigation it is necessary to stipulate relative or absolute timeframes, to determine norms, which will allow the court to determine the time constraints. It is necessary to develop norms which will require reporting to the decision-making entity on elimination of secret surveillance measures.

The law should define concrete timeframes for all operative investigation measures.  The timeframe should depend on the operative nature of the investigation and degree of interference.  Thus, the CoE prohibits use of a single timeframe for all operative investigation measures 

Time constraints should be also periodically reviewed. For example, it should be clearly indicated in the law, that the specific measure may be used for x months.  After the term’s expiry it is necessary to get an extension given that the grounds for conducting secret surveillance still hold.  Also, for the majority of secret surveillance measures it is necessary to grant absolute time constraints (e.g. secret surveillance of private property, for which in the majority of countries the time cannot exceed 6 months, for telecommunication surveillance up to 12 months, whereas infiltration and external surveillance of the target may last up to 24 months).




2.7.1. Comparative analysis of the Law

Article 39 of the Law stipulates time constraints for the performance of operative investigation, according to which a 2-month term is envisaged for all types of measures.  No differentiation is made based on the type of the activity, which does not meet CoE recommended standards.  Moreover, according to the same article a maximum time of 12 months is stipulated only for operative investigation actions such as internal surveillance, surveillance over the correspondence, postal, telegraph and other sources of communication, telephone conversations surveillance, ensuring of accessibility of the financial data and secret surveillance over the financial transactions. 
2.7.2. Recommendation
It is necessary to differentiate between the timeframes based on the level of interference into private life of the individual. A maximum should be defined for each activity.

	CoE standard

2.8. Prohibition of Agents Provocateurs 

Use of undercover agents brings up a number of serious concerns. The main concern is whether the activity of undercover agent may be qualified as that of an “Agent Provocateur” or not. The European Court allows operative input, though prohibits provocative actions from agents.  Use of evidence obtained as a result of a provocative action from the agent will result in violation of Article 6 of the Convention. 

Relevant case law is the case of Teixeira de Castro v. Portugal, (1999) 28 ECHR 101 (Teixeira de Castro v. Portugal (1999) 28 EHRR):

Teixeira de Castro v. Portugal

(44/1997/828/1034)

Facts

Two secret police agents approached the friend of plaintiff at the railway station and offered to buy drugs from him. The latter was unaware that they were secret agents. The friend of the applicant refused, but pointed out the plaintiff, insisting that he might know where to buy drugs. The latter together with two police officers went to the applicant’s home. The applicant said that he did not have heroin but he could find it from another person. Afterwards, he suggested going to that person’s home by his car accompanied by police officers and third person. He asked the police officers and his friend to wait outside, and he entered that person’s home and on his return he took one packet of heroin out of his pocket. At that moment the police officers identified themselves and detained the applicant 

Issues

The applicant complained that his right to a fair trial was violated and that he had been incited by two police officers to commit the offence. He insists that he would not have committed that offence if not incited by the police officers. The police officers acted on their own without the court permission and without any preliminary investigation (investigation) related activities. 

Government statements

The Government submitted that in the majority of CoE member states the use of undercover agents for operative investigation is allowed by national laws, in particular in to fight against drug trafficking. It is necessary for the society to have such mechanisms to fight drug distribution, which threatens the foundation of democracy. The use of undercover agents was allowed by the Legislative Decree no. 430-83, United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances of 1988 and the Council of Europe Convention of 1990 on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime, which allowed the use of undercover agents, whose role had however nothing in common with the activity of "agents provocateurs". The Government insisted that a distinction had to be drawn between two cases, where in the first case the undercover agent’s action created a criminal intent and in the second case the offender had already been predisposed to commit the offence. 

The Government stated that this case relates to the first scenario, where the agents created an opportunity for the applicant to commit an offence.(see point 32). 

Verdict of the Court

The Court decided: 

1. the admissibility of evidence is primarily a matter for regulation by national law. The Court's task under the Convention is not to give a ruling as to whether statements of witnesses were properly admitted as evidence, but rather to ascertain whether the proceedings as a whole were fair (point 34). 

2. the Convention does not preclude reliance, at the investigation stage of criminal proceedings on sources such as anonymous informants, however, the subsequent use of their statements by the court for conviction is a different matter(point 35)” 

3. The use of undercover agents must be restricted and safeguards put in place even in cases concerning the fight against drug-trafficking. While the rise in organized crime undoubtedly requires that appropriate measures be taken, nevertheless a fair administration of justice cannot be sacrificed for the sake of expedience( point 36) 

4. The present dispute is distinguishable from the case of Lüdi in which the police officer concerned had been sworn in, the investigating judge had not been unaware of his mission and the Swiss authorities had opened a preliminary investigation. (point 37): 

5. In the given case it is necessary to determine whether the two police officers’ activity went beyond that of undercover agents. The Court notes that the Government has not contended that the officers’ intervention took place in the framework of an anti-drug-trafficking operation which was ordered and supervised by a judge. It does not appear either that the competent authorities had good reason to suspect that the applicant was a drug dealer. On the contrary, he had no criminal record and no preliminary investigation concerning him had been opened. Indeed, the police officers did not know him, and contacted him through the intermediary person. 
Furthermore, the drugs were not at the applicant’s home; he obtained them from a third party who had in turn obtained them from another person. Nor does the Supreme Court’s judgment indicate that, at the time of his arrest, the applicant had more drugs in his possession than the quantity the police officers had requested thereby going beyond what he had been incited to do by the police. There is no evidence to support the Government’s argument that the applicant was predisposed to commit offences. The necessary inference from these circumstances is that the two police officers did not confine themselves to investigating the applicant’s criminal activity in an essentially passive manner, but exercised an influence such as to incite the commission of the offence.

Lastly, the Court notes that in their decisions the domestic courts said that the applicant had been convicted mainly on the basis of the statements of the two police officers (point 38): 

6. In the light of all these considerations, the Court concludes that the two police officers’ actions went beyond those of undercover agents because they instigated the offence and there is nothing to suggest that without their intervention it would have been committed. That intervention and its use in the impugned criminal proceedings meant that, right from the outset, the applicant was definitively deprived of a fair trial. Consequently, there has been a violation of Article 6 of the Convention (point 39).

 The following may be concluded from the above mentioned: 

To pass a verdict it is necessary for the court to know whether the offence was incited and whether it led the person to commit an offence, which he otherwise was not prepared to commit. The committed crime won’t be considered incited if it is obvious from all the circumstance that state entities or their agents did not do more (passively or actively) than give an opportunity to commit a crime, which was freely used under the circumstances.  This shows that the suspect would have acted the same if a similar opportunity had been given by someone else.

If the criminally prosecutable action was incited it can become a basis on which initiation of criminal case may be stopped, for the criminal cases that were conditional on application of that specific method. 




2.8.1. Comparative analysis of the Law

The Law does not reflect on this important issue at all.
2.8.2. Recommendation
The Law should clearly stipulate that in the period of using secret measures and undercover agents inciting to conduct a criminally prosecutable crime by authorized agencies and persons cooperating with them should be prohibited.  

	CoE standard

2.9. Norms regulating storage and elimination of materials relating to surveillance should be strengthened.

Usually the law enforcement entities provide all the materials of the case to the office of the prosecutor, and the latter hands them to the court as evidences. Taking into account the interfering nature of secret surveillance, national legislations of all the European countries stipulate that the materials should be eliminated after a specified period of time.

If there are no norms regulating elimination of materials it will lead to compiling of “dossiers”. 




2.9.1. Comparative analysis of the Law

These provisions of the law are regulated in a superficial manner, specifically some provisions of the law stipulate that data acquired as the result of operative investigation measures should be eliminated in the following cases: 

1. confidential information acquired in the process of operative investigation but not related to the aim of investigation obtained by internal surveillance, surveillance over the correspondence, postal, telegraph and other sources of communication, telephone conversations surveillance, ensuring of accessibility of the financial data and secret surveillance over the financial transactions (Article 31)
2. Implementation of phone tapping is immediately stopped if a court order for surveillance is not obtained within 48 hours or order to stop the operative investigation is submitted to the national security republican agency.   The materials and information obtained by the agency implementing investigation is subject to immediate elimination (Article 32).
3. If the court does not find enough grounds for operative investigation then implementation should be immediately stopped and information and materials acquired at the result of it should be immediately destroyed. Otherwise, the Court makes a decision to permit implementation of operative investigation (Article 34).

4. If a delay in implementation of operative investigation may lead to terrorism, or events and actions threatening for state, military or environmental security of the Republic of Armenia, then such a measure may be conducted within 6 hours following the notification sent to the head of special subdivision. In case the head of special subdivision does not consider the grounds for operative investigation to be sufficient then implementation should be immediately stopped, and the acquired information and materials should be immediately destroyed. Otherwise, the Court makes a decision to permit implementation of special investigation (Article 37).
5. In the case when information, materials or documents were acquired in the process operative investigation but acquiring of which was not intended by the court order, the materials should be destroyed.  The following cases are the exceptions;
a) entities performing operative investigation acted bona fide, and 

b) acquired data contains information on grave or aggravating offence or information on the planning of a criminal offence, and 

c) the Law allows implementation of operative investigation to gather information on that crime. A separate report is prepared with regard to that information, materials and documents.(Article 38) 
6. in the following cases the materials and documents of operative investigation should be destroyed, if within three months there has been no request for information: when the case was dismissed because of lack of crime or criminal element in the case or because the harm was found to be proportional within the framework of the criminal code, or the suspect was acquitted (Article 6).

The mentioned provisions do not restrict the possibility of compiling “dossiers” on the persons. 

2.9.2. Recommendation

All information acquired during operative investigation should be destroyed within a specified timeframe.  This refers to cases when the evidence from operative investigation resulted in criminal liability for the suspect as well as for such cases when committing the crime was not well-substantiated. 

Moreover, CoE recommends stipulating that at the end of implementation of operative investigation and prior to the end of the court hearing or destroying the evidence, all audio and video materials, pictures and other information should be kept by the prosecutor of the judge and not the agency which implemented operative investigation. 

Finally, the Law or the internal procedures of the agency should regulate the sequence of storage of the information: full registration, trusting to a storage which will not be accessible to anyone prior to the court hearing or before the evidence is destroyed.  

Also, it is necessary to determine a specific procedure of destroying the mentioned materials (how, by whom, where, etc). 

	CoE standard

2.10. Use of indirect information from operative investigation as evidence

CoE recommends the following sample: 

1) Evidence may not be used during the criminal proceedings if it was acquired through operative investigation, which was conducted with violation of the law or which was not authorized. 

2) evidence acquired during the operative investigation which was not the evidence for which operative investigation was authorized may be used during the court hearing if it covers a type of a crime for which special measures may be applied 

3) “indirect” evidence acquired through secret surveillance which proves crime committed by third party (not the person against whom the secret surveillance was conducted), may be used against the third party as evidence, if the operative agency performed with due diligence and the proof refers to the type of crimes for which that investigation was implemented. 




2.10.1. Comparative analysis of the Law

The mentioned provision is incorporated in the Law almost in the same format (Article 38)

	CoE standard

2.11. The targets of secret surveillance should be subsequently informed on the surveillance 

Article 13 of the Convention states that all individuals have a right to effective remedy before a national authority.  Regardless of whether operative investigation leads to criminal prosecution or not, the State is obliged to allow for legal protection when the right to private life (Article 8) and fair trial (Article 6) are violated.  An example of which may be withdrawal of specific evidence during the court hearing, or claim of damages or implementation of court restraint order.  In this regard, it is important to inform the individual as in the case if no criminal proceedings are not initiated the person will not be informed that he/she was subject to secret surveillance and will not have the opportunity to challenge the legality of operative investigation.  For this reason, subsequently informing the target on operative investigation should be an integral part of the investigation.

Nevertheless the Court understands that it impossible to perform the demand on informing in all cases, as it may threaten the purpose for which the secret surveillance was conducted. Moreover, this may lead to exposure of methods of secret surveillance (Klass v. Germany, No. 5027/72, point 58). With respect to the Klass case, the Court conducted a thorough examination of the appropriate German laws and found that according to the legislation “the authorities were obliged to subsequently inform on implementation of secret surveillance, if that did not threaten the purpose of limitation” (point 58).  Thus the Court found “while secret surveillance is being conducted in accordance with the provisions of the law” and “the law provides numerous provisions according to which use of secret surveillance measures is limited to the minimum” (point 59), as well as the fact that the Law and case law allows for informing the target on implementation of secret surveillance, as long as that does not threaten the aim of surveillance there is no violation of Article 8 of Convention.

The following sample is recommended: 

If there are substantive reasons to believe that informing the target on surveillance or allowing examination of materials will threaten the lives or health of individuals or the ongoing investigation or based on other reasonable grounds the judge, at the request of the prosecutor, may decide that the target shall not be informed on secret surveillance or may prohibit examination of documents by him/her.


2.11.1. Comparative analysis of the Law

According to Article 6 of the Law, any person who was subject to operative investigation, within a three month period, may request materials and documents of operative investigation in the following cases: no criminal proceedings were initiated or the case was dismissed due to lack of criminal element in it, or the harm was considered proportional as per criminal code, or the person was acquitted. 
Provision of specified materials and documents is denied if there is a threat of uncovering State or internal secrets or when it may expose the undercover agents of agencies conducting operative investigation or persons that have secretly cooperated or are cooperating with them. 
Hence, the Law stipulates that materials and documents on operative investigation may be acquired by the target only upon acquittal, when the appropriate institutions have either not initiated criminal proceeding, dismissed the case or acquitted the suspect.  The Law does not provide regulation for such cases when the suspicions prior to the operative investigation are not well substantiated and cases when the individual is found liable as a result of the operative activities.  The Law does not regulate such issues as how, by whom and by which procedure and timeframe the target should be informed about the operative investigation, which contradicts CoE requirements and does not allow for implementation of the right to an effective legal remedy.

2.11.2. Recommendation

It is recommended to stipulate by the Law that a person subject to operative investigation as well as individuals with regard to whom there was an interference into private life, as a result of operative investigation (e.g. communication over the phone with the person under surveillance, identified persons, in the course of internal and external surveillance persons appeared in field of vision and recorded, identifiable persons, etc.) should be informed on the operative investigation.  In the cases when provision of such information or results of operative investigation may result in a threat to the lives or health of individuals or to the ongoing investigation, or if there is a threat of exposure of State or internal secret or the undercover agents of operative bodies and those secretly cooperating with them the responsible body may appeal to the court for an injunction.  The court reviews the appeal and decides on whether information and materials should be provided or not  as well as on the scope of materials and information to be provided. 
There are other unacceptable provisions in the Law, in particular:

1) according to Article 13.3 of the Law:
In the process of preparation and implementation of operative investigation the implementers are not allowed to involve the following persons as partners:
a) Members of Parliament, 

b) Ministers, 

c) Judges, 

d) national security entities, police, members of staff of armed forces, employees of penitentiary institutions, except for the involvement of staff from entities for the performance of counter-intelligence activities in a stipulated order, as well as the employees of prosecutor’s office and operative subdivisions performing other operative investigation activities. 

The list of individuals who are prohibited to collaborate with bodies implementing operative investigation is very narrow.  It is recommended expand the list and to prohibit cooperation with lawyers, religious servants and medical staff as well (confidentiality issue).
2) According to article 13 of the law:
Persons cooperating with implementers of operative investigation are released from criminal liability by a procedure stipulated by the Law. 

It is not clear to which crimes and Law the article refers to, though it may be assumed that reference is made to the Criminal Code, nevertheless this norm is unclear.   It is necessary to specify that persons cooperating with implementers of operative investigation may not be subject to criminal liability for the crimes committed during operative investigation only in the cases stipulated by RA Criminal Procedure Code. 
3) Article 40.1 of the Law stipulates that the following may be regarded as evidence: 
collecting samples of comparative analysis, controlling purchase, supervised supply and purchase, external and  internal surveillance, examination of buildings, constructions, areas and means of transport, surveillance over the correspondence, postal, telegraph and other sources of communication, telephone conversations surveillance, operative involvement, operative experiments, ensuring of accessibility of financial data and secret surveillance over the financial transactions, as well as bribing and accepting bribes.

The mentioned provision essentially contradicts RA Criminal Procedure Code. According to Article 105 of the RA Criminal Procedure Code materials acquired by a body which is not authorized to implement the specified criminal proceedings or by persons not authorized to carry out investigation or other procedural activities (part 1, paragraph 3), with violation of the investigation or judicial procedure (part1, paragraph 5) or from arbitrary or undisclosed sources may not be used as basis for indictment or as evidence.

It should be clearly mentioned in Article 40 of the Law, that the results of operative investigation may be regarded as evidence only in accordance to the provisions of RA Criminal Procedure Code. 
4) Article 31.4 of the Law is formulated in the following way: 

Operative investigation activities stipulated by Article 14.1 (8), (11), (12) and (15) of the Law, may be performed only in those cases, when the person subject to operative investigation is suspected of committing a grave and aggravating offence, and if there is substantial evidence that the agency has no other means to acquire information necessary for reaching its goal.
This formulation makes implementation impossible as the RA Law on Legal Acts specifies that if implementation of the norm is dependant on “and” or “as well as” conjunctions then all conditions listed for implementation of the norm should be mandatory.   This means that the person should be suspected both in grave and aggravating crimes in order to make permissible implementation of operative investigation actions as stipulated by Article 14.1 points (1) , (8), (11), (12) and (15).  Precedents of such cases are very rare.

5) It is defined by Article 32 of the Law, that when the delay of the implementation of operative investigation may lead to terrorist actions, or events and actions amounting to a threat for the State, military or environmental security of the Republic of Armenia, then operative investigation may be implemented within 48 without a court order.  Nevertheless, the body which applied to the Service with a request for implementation of operative investigation is obliged to present to the Service the court’s permission or prohibition of operative investigation within 48 hours.  If no court order is submitted to the Service within 48 hours or the court denies permission for operative investigation then as soon as this information is provided to the Service operative investigation should be stopped.  Information and materials which were obtained within this timeframe should be destroyed by the body implementing operative investigation.  The head of the Service reports on each and every such case to the President of Republic of Armenia.

We consider the indicated provision of the law inadmissible, as it was previously mentioned that use of technical devices of employees of national security services for other purposes than national security should be prohibited.  If the given case is investigated by the national security services, then it should be regulated by a separate law.  Moreover, it is unclear why the head of the Service should immediately report to the RA President.  If the issue here is the protection of rights and not judicial independence, then the preferable solution would be that the court provides this information to the President and not the head of the Service.  Moreover, the mentioned norm allows interference into private life of an individual for the period of 48 hours without a court order.  If the Law should have such a provision it is suggested to make an amendment and define that in cases when delay of implementation of operative investigation may result in terrorist actions or events and actions amounting to a threat to State, military or environmental security then operative investigation actions should be implemented.  In this case, an authorization request should be immediately sent to the Court which should make a decision on granting or denying authorization within 24 hours.

 3. International documents regulating operative investigation
3.1. Council of Europe

Council of Europe referred to the principles of operative investigation in a number of its legal documents, which are the following: 

· Document No.PCRED/DGI/EXP(2006) 47 of the Office of the Secretary General of the Council of Europe, on the expertise of the Moldovan Law on Operative Investigation and its comparative analysis with the international, in particular CoE norms. 

· European Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime and on the Financing of Terrorism(2005)

· Convention of the Council of Europe on Cybercrime (2001)

· Criminal Law Convention on Corruption (1998)

· Directive of the CoE Committee of Ministers (2003)22 on the Code of Professional Standards for Police

· Recommendation Rec(2005)10 of the Committee of Ministers to member states on “Special investigation methods” in relation to serious crimes including acts of terrorism
· Recommendation (2001)11 of the CoE Committee of Ministers on the guiding principles of fight against organized crime 

3.2. European Court of Human Rights
European principles of operative investigation are also defined in detail in the case law of the European Court on Human Rights. In this case the following verdicts were used: 
· Delcourt v. Belgium, 20.11.1989

· Schenck v. Switzerland, 12.07.1988, Line A, No. 140, page 29, points 45-46

· Teixeira de Cantro v. Portugal, 09.06.1998, Reports 1998-IV, page 1462, point 34:  

· Allan v. United Kingdom, No. 48539/99, point 42, ECHR¸ 2002-IX: 

· Kostovski v. Netherlands, 27.9.1990

· Windish v. Austria, 15.6.1992

· Ludi v. Switzerland, 23.4.1997

· Van Mechelen and others v. Netherlands

· Vanyan v. Russian Federation, No.  53203/99

· Malone v. United Kingdom (1985) 7 EHRR, 214

· Huvig v. France (1990) 12 EHRR, 528

· Kopp v. Switzerland (1999) 27 EHRR, 91

· Christie v. United Kingdom (1994) 78-A, DR 119

· Halford v. United Kingdom (1997) 24 EHRR 523

· Govell v. United Kingdom (1998) EHRLR 121

· A v. France (1994) EHRR 462

· Klass v. Germany (1979-80) 2 EHRR 214

· Ludi v. Switzerland (1993) 15 EHRR 173

Principles and standards regulating operative investigation are indicated in the documents of other international structures, which are the following: 

3.3. European Union 
· European Union recommendations on collection of data through telecommunication means  
2.4. United Nations Organization

· UN Convention against Corruption (2003)

· UN Convention against  transnational organized crime (2000)
4. Secret surveillance measures in CoE member states

The following secret surveillance measures are used in Council of Europe member states (see document No. PCRED/DGI/EXP(2006), No. 47, page 6.). 

	Operative Investigation type


	Authorizes
	Remarks



	Telecommunication secret surveillance 

· Secret interference, monitoring and recording by phone or fax

	Court
	

	Telecommunication interference through computer network

· Information compiling and recording by means of computer network immediately at the moment of transmission (e.g. e-mail, sms sent by the mobile phone, etc) 

	Court 


	

	Telecommunication traffic entry and collection of data 
· Recording of the phone call and data registration (number of received and dialed calls, time and length of calls) without awareness or consent 
.
	Court


	

	Photo and video secret surveillance

· Aimed (direct) observation or video recording of persons, their movements and activities in public or open areas by means of video or photo devices without awareness or consent of those persons 

	Court or prosecutor
	

	Conversation secret surveillance

· Monitoring, recording or deciphering of persons’ conversations in public or open areas by means of technical devices without awareness or consent of those persons 

	Court or prosecutor


	

	Video or audio secret surveillance in private space
· Monitoring, recording or deciphering of persons’ conversations in public areas by means of technical devices without awareness or consent of those persons 
.
	Court 


	Not permitted so far in all the European countries because of the extremely interfering nature of such measures



	Secret search of private territory

· Search of the apartment or other private areas without awareness or consent 

	Court 


	Not permitted in the majority of European countries 


	Secret surveillance of postal deliveries 

· Search of the letters or postal deliveries (including through X-raying ) without awareness or consent 

	Court 


	

	Supervised delivery

· Supervision of the route of the delivery and postal deliveries by the law enforcement employees without awareness or consent 

	Court or prosecutor


	

	Data collection from computer communication 

· Data collection from computer communication (not substantial data but rather created by the computer. Usually, such data are the source of communication, address, route, time, date, volume, length or IP) without awareness or consent 

	Court 
	

	Use of search mechanisms

· Usage of such technical devices which enable to find out location of the person or an object attached to that person 

	Court or prosecutor


	

	Simulation of purchasing

· An act of purchasing something (e.g. drugs or even victim of trafficking), which may be considered as an evidence in the course of the criminal proceedings. 


	Prosecutor or judge


	Permission is given for one-time use only 



	Corruption simulation 

· Simulation of bribing or accepting a bribe, an act which is the same as corruption, exception being that it was done to acquire information or evidence necessary for criminal proceedings. 

	Court or prosecutor


	Permission is given for one time use only



	Use of undercover agents 

· Law enforcement employee or a person acting at his/her direct command and bearing no police insignia establishing contact with crime suspects
	Court or prosecutor


	Internal legislations usually distinguish between undercover agent of the law enforcement entity and other individuals and stipulates more severe conditions for the latter. 


	Penetration into financial resources or secret surveillance of financial transactions 

· Observance of deposits, accounts or the course of transaction in banks or other financial establishments without awareness of those persons 

	Court
	


5. Case law of the ECHR and European Convention 

Operative Investigation rises numerous issues under Articles 5 (right to liberty and security), Article 6 (right to fair trial) and Article 8 (right for private and family life) of  ECHR.
The European Court mainly examines whether operative investigation was implemented as stipulated by Law, whether it pursued lawful goal(s) stipulated by the given article or the national legislation as well as whether the measures applied were necessary and proportional to the pursued goals. 
5.1. “Stipulated by law” means that the legislative act and norms regulating operative investigation should be “adequately and clearly defined, to properly orientate the citizens on the circumstances and conditions in case of and under which public entities have a right to use secret measures potentially dangerous/infringing to their right of respect of private life and correspondence” (see Malone v. the United Kingdom (1985) 7 EHRR 14, point 62). In the given case ECHR found that the regulating law did not correspond to the term “quality of the law”, as the law: 

a. did not stipulate which groups may be subject to phone tapping,
b. did not stipulate the list of crimes under which phone tapping would be acceptable 
c. did not stipulate time constraints for the use of secret surveillance, 
d. did not contain any provision on revealing the records of secret surveillance to the to the attorney,
e. did not contain any provision on the elimination of data acquired during secret surveillance, in particular in cases when the case is cut short or suspect is acquitted 
Although the mentioned legislative provisions in the given case relate only to the phone tapping, the European Court clearly asserted that it covers all methods of operative investigation.
5.2. Principles of “necessity” and “proportionality” of the operative investigation are reflected in the following: 

a. Operative investigation should be periodically reviewed during the permission renewal phase as well as during implementation and completion; 

b. Operative investigation should be implemented for a limited number of grave crimes as well as in case of crimes stipulated in a proper manner; 

c. Operative investigation should be used in such cases, when regular means of investigation were inefficient or useless;

d. Legislation should guarantee protection from violations;

e. the person should be informed that he was subject to secret surveillance after the completion of surveillance, to ensure the right to effective legal protection as per Article 13 of the Convention.  This right is not absolute and the authorized agency is obliged to inform the person on the operative investigation only if it won’t threaten the purpose for which operative investigation was conducted or if it won’t lead to exposure of secret methods or agents (Teixeira de Castro v. Portugal case).
f. A minimum limiting or interfering operative investigation methods should be implemented if it can achieve the same goal. 

g. The use of the “agents provocateurs” should be prohibited. The use of the undercover agents is permitted by the Convention and regarded as necessary and proportional measure if the agent acts “passively” and does not incite or provoke the person to commit a crime. The activities of the undercover agent are considered proportional and necessary if the suspect intended and would commit the crime, regardless of the opportunity granted to him/her by the undercover agent. 
